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Analisi del Protocolli di Rete: HTTP, HTTPS and DNS

* WireShark permette di effettuare catture di traffico

* Consente l'analisi in dettaglio dei messaggi in ingresso e in
uscita per ogni livello della pila dei protocolli



Wireshark: Apertura del programma

E. user@user-VirtualBox: ~ - 4+ X

File Modifica Schede Aiuto
useruser-VirtualBox:~% sudo wireshark
[sudo] password di user: [

N

Flelils




Wireshark: Pannello Iniziale

[4] The Wireshark Network Analyzer [Wireshark 1.12.7 (Git Rev Unknown from unknown}]

File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help
| 5 x ¢ Q<> ¥ rxx EE o0 0F WEREB °

v‘| Expression... Clear Apply Salva

The World's Most Popular Network Protocol Analyzer
WIRESHARK version 1.12.7 (Git Rev Unknown from unknown)

Website

Visit the project's website

__ Interface List

& Live list of the capture interfaces
(counts incoming packets)

& Open

Open a previously captured file

E>

Open Recent: - User's Guide

‘ Start /home/user/Scrivania ... otocolli Applicativi/cattura_http_2.pcap [not found] " The User's Guide (online version)
~ Choose one or more interfaces to capture from, then Start
Sample Captures i
t)enp0s3 ® >amp P . - @ Security
A rich assortment of example capture files on the wiki Work with Wireshark as securely as possible

#lany

Loopback: lo

6 bluetooth-monitor
Inflog

2Infqueue

i usbmon1

|

& Capture Options Barra degli Strumenti

"~ Start a capture with detailed options

Interface List : da quale interfaccia vuoi

. .
catturare il traffico?

How to Capture

Step by step to a successful capture setup

Network Media ..
e Specific information For capturing on: Sta rt: CO m I n C I a Ia Catt U ra

Ethernet, WLAN, ...

O Ready to load or capture No Packets Profile: Default




Wireshark: Scegliere I’'Interfaccia di Cattura

Capture
__Interface List
& Live list of the capture interfaces enpos3: Interfaccia Ethernet
(counts incoming packets) loopback: Macchina Locale
\ bluetooth-monitor: Interfaccia Bluetooth
Fu Wireshark: Capture Interfaces - + X
Device Description IP  Packets Packets/s
¥ (| enp0s3 10.0.2.15 4 0
1 &l any none 4 0
3 Dluetoobth-monitor none 0 0
| &l nflog none 0 0
1 El nfqueue Comincia la cattura! naone 0 0
0 0

1 @ usbmont /' none

? Aiuto M start MsStop @Options X Chiudi




Wireshark: Contattare un sito Web (HTTP)

A *enp0s3 [Wireshark 1.12.7 (Git Rev Unknown from unknown)]
[ File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help
Premere | pulsante ©o4m: s5Axc <> ixxEE coom dMEn 2
Filter: ~ | Expression... Clear Apply Sa
s No. Time Source Destination Protocol Length Info
S IAR I e r a r a rtl re 0.000000060 16.0.2.15 10.248.17.11 DNS 71 standard query ©x6f93 A example.com
a.eaauaeaa 10.6.2.15 10.248.17.12 DNS 71 Standard query ©x6f93 A example.com
0.000565000 10.0.2.15 10.248.17.11 DNS 71 Standard query @xfflb AAAA example.com
0.002676000 10.248.17.11 10.8.2.15 DNS 223 Standard gquery response Bx6f33 A 93.184.216.34
0.002099600 10.248.17.12 10.0.2.15 DNS 191 standard query response ©x6f93 A 93.184.216.34
0.002510000 10.248.17.11 16.0.2.15 DNS 235 Standard query response ©xfflb AAAA 2606:2800:220:1:248:1893:25c8:1946
a Ca u ra 0.602969600 10.0.2.15 93.184.216.34 TCP 74 66302-80 [SYN] Seq=8 Win=29200 Len=0 MSS5=1460 SACK_PERM=1 TSval=21980841 TSecr=6 WS=128
0.109130000 93.184.216.34 10.0.2.15 TCP 60 86-60302 [SYN, ACK] Seq=@ Ack=1 Win=65535 Len=0 MSS5=1460
— 0.109161000 10.0.2.15 93.184.216.34 TCP 54 60302-80 [ACK] Seq=1 Ack=1 Win=29200 Len=0
0.109686000 93.184.216.34 16.8.2.15 TCP 80-60302 [ACK] Seq=1 Ack=288 Win=65535 Len=0
0.219601000 93.184.216.34 10.0.2.15 HTTP HTTP/1.1 260 OK (text/html)
0.219626000 10.0.2.15 93.184.216.34 TCP 60302-80 [ACK] Seq=288 Ack=968 Win=30944 Len=0
0.289362000 10.0.2.15 10.248.17.11 DNS Standard guery @x8372 A www.iana.org
0.289602000 10.0.2.15 10.248.17.11 DNS standard query ©x1f97 AAAA www.iana.org
0.302602000 10.0.2.15 93.184.216.34 HTTP GET /favicon.ico HTTP/1.1
0.302855000 93.184.216.34 10.8.2.15 TCP 80-60302 [ACK] Seq=968 Ack=556 Win=65535 Len=0
r W r 0.317205600 10.0.2.15 93.184.216.34 TCP 60304-80 [SYN] Seq=0 Win=29200 Len=0 MSS=1460 SACK PERM=1 TSval=2198120 TSecr=0 WS=128
0.411424000 93.184.216.34 10.6.2.15 HTTP HTTP/1.1 484 Not Found (text/html)
0.411450000 10.0.2.15 93.184.216.34 TCP 60302-80 [ACK] Seq=556 Ack=1926 Win=32878 Len=0
0.413797600 10.0.2.15 93.184.216.34 HTTP GET /favicon.ico HTTP/1.1
. . 0.414107000 93.184.216.34 10.0.2.15 TCP 80-60302 [ACK] Seq=1926 Ack=904 Win=65535 Len=0
0.423387000 93.184.216.34 16.0.2.15 TCP 80-60304 [SYN, ACK] Seq=0 Ack=1 Win=65535 Len=0 MS5=1460
a CC h I n a VI rt u a I e 0.423427000 10.0.2.15 93.184.216.34 TCP 68304808 [ACK] Seq=1 Ack=1 Win=29200 Len=0
I I I 10 9 [ACK] Seq=1 Ack=1 Wi 6 L

27 ©.465330000 10.248.17.11 8.2.15 DNS 320 Standard gquery response ©x0372 CNAME ianawww.vip.icann.org A 192.0.32.8
L[] L] 28 0.474207000 10.248.17.11 .0.2.15 DNS 332 Standard guery response Bx1f37 CNAME ianawww.vip.icann.org AAAA 2620:0:2d0:200::8
29 0.522204000 93.184.216.34 8.2.15 HTTP 1012 HTTP/1.1 404 Not Found (text/html)
C O n a a re I S I O 30 ©.560662000 10.0.2.15 .184.216.34 TCP 54 60302-80 [ACK] Seq=904 Ack=2884 Win=34488 Len=0

° C
W‘ b ° » Frame 10: 341 bytes on wire (2728 bits), 341 bytes captured (2728 bits) on interface @

» Ethernet II, Src: CadmusCo ae:89:80 (08:00:27:ae:89:80), Dst: RealtekU 12:35:02 (52:54:00:12:35:02)

» Internet Protocol Version 4, Src: 10.0.2.15 (10.0.2.15), Dst: 93.184.216.34 (93.184.216.34)

» Transmission Control Protocol, Src Port: 68362 (68362), Dst Port: 86 (88), Seq: 1, Ack: 1, Len: 287
pertext Transfer Protocol

www.example.com B

User-Agent: Mozilla/5.8 (X11; Ubuntu; Linux i686; rv:41.8) Gecko/20180181 Firefox/41.8\r\n
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;0=0.8\r\n
Accept-Language: en-US,en;g=0.5\r\n

Accept-Encoding: gzip, deflate\r\n

Connection: keep-alive\r\n

Ar\n

[Full request URI: http://example.com/]

[HTTP request 1/3]

Response in frame: 12

Inte rrompere la b
8660 52 54 00 12 35 02 08 00 27 ae 89 80 08 60 45 00 RT..5... '..... E.

H H 0016 01 47 58 45 40 00 40 06 9f 82 0a 00 02 Of 5d b8 .GXE@.@. .. 1.

Ca u ra ra I I l I e I 0020 d8 22 eb 8e 00 50 66 93 d2 5b 44 3d ba €2 56 18 ."...Pf. .[D=..P.
0030 72 10 43 23 00 00 47 45 54 20 2f 20 48 54 54 50 r.C#..GE T / HTTP

@848 2f 31 2e 31 @d @a 48 6f 73 74 3a 28 65 78 61 6d /1.1..Ho st: exam

8050 70 6C 65 2e 63 6f 6d @d @a 55 73 65 72 2d 41 67 ple.com. .User-Ag
0060 65 6e 74 3a 20 4d 6f 7a 69 6c 6c 61 2f 35 2e 30 ent: Moz illa/5.0

[}
@878 20 28 58 31 31 3b 28 55 62 75 6e 74 75 3b 20 4c (X11; U buntu; L
0080 69 6e 75 78 20 69 36 38 36 3b 20 72 76 3a 34 31 inux i68 6; rv:4l
0090 2e 30 29 20 47 65 63 6b 6 2f 32 30 31 30 30 31 .0) Geck 0/201001

0020 30 31 20 46 69 72 65 66 6f 78 2f 34 31 2e 30 @d  ©1 Firef ox/41.0.
BBb8 @a 41 63 63 65 70 74 3a 20 74 65 78 74 2f 68 74 .Accept: text/ht

80ce 6d 6c 2c 61 70 70 6c 69 63 61 74 69 6T 6e 2f 78 ml,appli cation/x
00do 68 74 6d 6c 2b 78 6d 6c 2c 61 70 70 6c 69 63 61  himl+xml .applica



http://www.example.com/

Wireshark: Pannello di Cattura

A +enp0s3 [Wireshark 1.12

Pa CChetti Cattu rati File Edit View Go Capture Analyze
con indicazione di: ©e04dm i o

.7 (Git Rev Unknown from unknown)] - + X

Statistics Telephony Tools Internals Help

x ¢ Q< >3y =~ B -

0.

. 4 stop the running live capture |
- Istante di Cattura

Time Source
- Sorgente (IP) 1
9 1.129117000 10.248.17.12
1. .2,
_ 1 1 11 1.130156000 131.175.187.72
DeSt|naZ|0ne (IP) 12 1.130182000 10.0.2.15
1

.130635000 10.0.2.15
- 14 1.1309856000 131.175.187.72
PrOtOCOIIO 15 1.132522808 131.175.187.72

16 1.1325466800 16.68.2.15
- eftc.

186.68.2.15

19 1.159620000 10.0.2.15
70 1 1RAARTAAA 1A A 2 15

»Frame 7: 221 bytes on wire (1768
» Ethernet II, Src: RealtekU 12:35:

|nf0 rmaZIOnI SlAJI/b Internet Protocol Version 4, Src:
» User Datagram Protocol, Src Port:
» Domain Name System (response)
pacchetto

. 0gee 08 00 27 ae 89 80 52 54 00
SEIeZIOnatO 8010 @0 cf 6a dc 60 08 40 11 e7

0020 @2 8f 0@ 35 cc b3 @0 bb 42
0030 @0 81 08 83 00 04 @6 78 of
0048 @0 PO 01 €8 @1 cb Bc 88 @Ol
8050 @4 83 af bb 48 c@ 8c 68 82
0eee 05 02 6e 73 cO Bc cO Oc 0O

Va IO re d Ei Ca m pi i n @ ®  File:"/tmp/wireshark_pcapng...

v\| Expression... Clear Apply

Destination Protocol Length Inf
131.175.187.72 TCP 74 4386
18.8.2.15 DNS 193 Stan
10.248.17.12 C

18.8.2.15 TCP 60 80-4
131.175.187.72 TCP 54 4386
131.175.187.72 HTTP 414 GET
18.8.2.15 TCP 60 B0-4
18.8.2.15 HTTP 484 HTTP
131.175.187.72 TCP 54 4386

131.175.187.72 TCP 34 4789
131 175187 .72 TI Svl1 2 237 rlie

bits), 221 bytes captured (1768 bits) on interface
B2 (52:54:80:12:35:02), Dst: CadmusCo ae:89:80 (08:
18.248.17.11 (18.248.17.11), Dst: 10.8.2.15 (18.8.
53 (53), Dst Port: 52403 (52483)

12 35 02 08 00 45 @0 .'...RT ..5...E.
30 8a T8 11 8b Ba 0@ P I - PR IR
1f 28 81 81 80 @8 081 P TP - T (P
6c 69 6d 69 82 63 74  ....... p olimi.it
60 1 B0 B0 @7 €B B  ........ ........
80 81 80 @0 @3 81 ee N | g
@2 60 01 @0 €0 83 81 s alSenae wweunons

Packets: 488 - Displa... Profile: Default

byte (esadecimale)




Wireshark: Pannello di cattura

A *enp0s3 [Wireshark 1.12.7 (Git Rev Unknown from unknown)]
File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help

’ o []
o - =
E OSSIbI'E Salvare |a poaBdn@xciac sy = coREMER
Filter: ~ | Expression... Clear
No. Time Source Destination Protocol Length Info
e 0.000000060 16.0.2.15 10.248.17.11 DNS 71 standard query ©x6f93 A example.com
Bl 0. 000170000 10.6.2.15 10.248.17.12 DNS 71 Standard query 0x6f93 A example.com
0.000565000 10.0.2.15 10.248.17.11 DNS 71 Standard query @xfflb AAAA example.com
0.002676000 10.248.17.11 10.8.2.15 DNS 223 Standard gquery response Bx6f33 A 93.184.216.34
0.002099600 10.248.17.12 10.0.2.15 DNS 191 standard query response ©x6f93 A 93.184.216.34
0.002510000 10.248.17.11 16.0.2.15 DNS 235 Standard query response ©xfflb AAAA 2606:2800:220:1:248:1893:25c8:1946
0.602969600 10.0.2.15 93.184.216.34 TCP 74 66302-80 [SYN] Seq=8 Win=29200 Len=0 MSS5=1460 SACK_PERM=1 TSval=21980841 TSecr=6 WS=128
L] 0.109130000 93.184.216.34 10.0.2.15 TCP 60 86-60302 [SYN, ACK] Seq=@ Ack=1 Win=65535 Len=0 MSS5=1460
. 0.109161000 10.0.2.15 93.184.216.34 TCP 54 60302-80 [ACK] Seq=1 Ack=1 Win=29200 Len=0

0.109686000 93.184.216.34 16.8.2.15 TCP 80-60302 [ACK] Seq=1 Ack=288 Win=65535 Len=0
0.219601000 93.184.216.34 10.0.2.15 HTTP HTTP/1.1 260 OK (text/html)

L] 0.219626000 10.0.2.15 93.184.216.34 TCP 60302-80 [ACK] Seq=288 Ack=968 Win=30944 Len=0
0.289362000 10.0.2.15 10.248.17.11 DNS Standard guery @x8372 A www.iana.org

- I e ave a S 0.289602000 10.0.2.15 10.248.17.11 DNS standard query ©x1f97 AAAA www.iana.org
e 0.302602000 10.0.2.15 93.184.216.34 HTTP GET /favicon.ico HTTP/1.1

0.302855000 93.184.216.34 10.8.2.15 TCP 80-60302 [ACK] Seq=968 Ack=556 Win=65535 Len=0
0.317205600 10.0.2.15 93.184.216.34 TCP 60304-80 [SYN] Seq=0 Win=29200 Len=0 MSS=1460 SACK PERM=1 TSval=2198120 TSecr=0 WS=128
0.411424000 93.184.216.34 10.6.2.15 HTTP HTTP/1.1 484 Not Found (text/html)
0.411450000 10.0.2.15 93.184.216.34 TCP 60302-80 [ACK] Seq=556 Ack=1926 Win=32878 Len=0
0.413797600 10.0.2.15 93.184.216.34 HTTP GET /favicon.ico HTTP/1.1
0.414107000 93.184.216.34 10.0.2.15 TCP 80-60302 [ACK] Seq=1926 Ack=904 Win=65535 Len=0
0.423387000 93.184.216.34 16.0.2.15 TCP 80-60304 [SYN, ACK] Seq=0 Ack=1 Win=65535 Len=0 MS5=1460
0.423427000 10.0.2.15 93.184.216.34 TCP 68304808 [ACK] Seq=1 Ack=1 Win=29200 Len=0

Ack=1 W 6 L

10

0 [ACK] Seq=

l \ I t C
[ I [ | (]
L » Frame 10: 341 bytes on wire (2728 bits), 341 bytes captured (2728 bits) on interface 8
» Ethernet II, Src: CadmusCo ae:89:80 (08:00:27:ae:89:80), Dst: RealtekU 12:35:02 (52:54:00:12:35:02)
» Internet Protocol Version 4, Src: 10.0.2.15 (10.0.2.15), Dst: 93.184.216.34 (93.184.216.34)

P Transmission Control Protocol, Src Port: 68362 (66302), Dst Port: 80 (88), Seq: 1, Ack: 1, Len: 287
pertext Transfer Protocol
GET / HTTP/1.1\r\n
Host: example.com\r\n

(]
User-Agent: Mozilla/5.8 (X11; Ubuntu; Linux i686; rv:41.8) Gecko/20180181 Firefox/41.8\r\n
O e r a a n a I Zza re Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;0=0.8\r\n
Accept-Language: en-US,en;g=0.5\r\n
Accept-Encoding: gzip, deflate\r\n

Connection: keep-alive\r\n
\r\n

[]
n [ ] [Full request URI: http://example.com/]
O I e [HTTP request 1/3]
[ ] Response in frame: 12

Next request in frame: 16

[]
- I I e O e n 8660 52 54 00 12 35 02 08 00 27 ae 89 80 08 60 45 00 RT..5... '..... E.
L 00160 01 47 58 45 40 00 40 06 9f 82 ee 02 of s5d b8 .GXE@.@. .. 1.

27 ©.465330000 10.248.17.11 8.2.15 DNS 320 Standard gquery response ©x0372 CNAME ianawww.vip.icann.org A 192.0.32.8

28 0.474207000 10.248.17.11 RANINIS DNS 332 Standard query response Bx1f87 CNAME ianawww.vip.icann.org AAAA 2620:0:2d0:200::8
29 0.522204000 93.184.216.34 8.2.15 HTTP 1012 HTTP/1.1 404 Not Found (text/html)

30 ©.560662000 10.0.2.15 .184.216.34 TCP 54 60302-80 [ACK] Seq=904 Ack=2884 Win=34488 Len=0

0a
0020 d8 22 eb 8e 00 50 66 93 d2 5b 44 3d ba €2 56 18 ."...Pf. .[D=..P.
0030 72 10 43 23 00 00 47 45 54 20 2f 20 48 54 54 50 r.C#..GE T / HTTP

@848 2f 31 2e 31 @d @a 48 6f 73 74 3a 28 65 78 61 6d /1.1..Ho st: exam
8050 70 6C 65 2e 63 6f 6d @d @a 55 73 65 72 2d 41 67 ple.com. .User-Ag
0060 65 6e 74 3a 20 4d 6f 7a 69 6c 6c 61 2f 35 2e 30 ent: Moz illa/5.0
@878 20 28 58 31 31 3b 28 55 62 75 6e 74 75 3b 20 4c (X11; U buntu; L
0080 69 6e 75 78 20 69 36 38 36 3b 20 72 76 3a 34 31 inux i68 6; rv:4l
0090 2e 30 29 20 47 65 63 6b 6 2f 32 30 31 30 30 31 .0) Geck 0/201001
©0ad 30 31 20 46 69 72 65 66 6f 78 2f 34 31 2e 30 6d 01 Firef ox/41.0.
BBb8 @a 41 63 63 65 70 74 3a 20 74 65 78 74 2f 68 74 .Accept: text/ht
80ce 6d 6c 2c 61 70 70 6c 69 63 61 74 69 6T 6e 2f 78 ml,appli cation/x
00do 68 74 6d 6c 2b 78 6d 6c 2c 61 70 70 6c 69 63 61  himl+xml .applica




Wireshark: Un esempio di Traccia HTTP

‘ *enp0s3 [Wireshark 1.12.7 (Git Rev Unknown from unknown)]
File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help

©©® 4 n ﬁXcCl<>$xz[_}f_1lE]E]Eﬁ & 0
Expression... Clear Apply Salva Flltra | paCChEttl

\o. ime purce Destination Protocol Length Info Der p rotoco"o

13 0.1146006000 10.0.2.15 93.184.216.34 455 GET / HTTP/1.1
15 8.227703000 93.184.216.34 18.8.2.15 HTTP 345 HTTP/1.1 304 Not Modified

» Frame 13: 455 bytes on wire (3648 bits), 455 bytes captured (3640 bits) on interface @

» Ethernet II, Src: CadmusCo ae:89:80 (08:00:27:ae:89:80), Dst: RealtekU 12:35:02 (52:54:00:12:35:02)
*» Internet Protocol Version 4, Src: 10.0.2.15 (10.8.2.15), Dst: 93.184.216.34 (93.184.216.34)

» Transmission Control Protocol, Src Port: 60182 (60182), Dst Port: 8@ (88), Seq: 1, Ack: 1, Len: 481

User-Agent: Mozilla/5.0 (X11; Ubuntu; Linux i686; rv:41.8) Gecko/20160101 Firefox/41.8\r\n
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/%;q=0.8\r\n
Accept-Language: en-US,en;g=0.5\r\n

Accept-Encoding: gzip, deflate\r\n 1 1 1 o 1
B Ispezione della richiesta HTTP GET: il
If-Modified-Since: Fri, 09 Aug 2013 23:54:35 GMT\r\n u ” -
IT-None-Match: "1541025663+gzip"\r\n Campo hOSt ein ChlarO
Cache-Control: max-age=0\r\n

\r\n

[Full request URI: http://www.example.com/]
[HTTP request 1/1]
[Response in frame: 15]




Wireshark: Contattare un sito Web (HTTPS)

‘ *enp0s3 [Wireshark 1.12.7 (Git Rev Unknown from unknown)] i
File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help
~ Y =
Premere nuovamente o sfxea<>isvEE 000l @BEn °
Filter: “ ~ | Expression... Clear Apply salva
° No. Time Source Destination Protocol Length Info
Il pulsante er — oy
2 0.000096000 10.8.2.15 10.248.17.12 DNS 73 Standard query @xa9ca A www.amazon.it
3 0.000580000 16.8.2.15 10.248.17.11 DNS 73 standard query 8x936e AAAA www.amazon.it
4 0.001970000 10.248.17.11 10.08.2.15 DNS 355 Standard query response @xa9ca CNAME www.cdn.amazon.it CNAME d1zf2p7ylo2ros.cloudfront.net A 14!
5 0.002799000 10.248.17.12 10.0.2.15 DNS 355 Standard query response ©xa9ca CNAME www.cdn.amazon.it CNAME d1zf2p7ylo2ros.cloudfront.net A 14
't

far partire una nuova

7 0.002932000 10.248.17.11 10.0.2.15 DNS 219 standard query response ©x936e CNAME www.cdn.amazon.it CNAME d1zf2p7ylo2ros.cloudfront.net
8 0.003214000 10.8.2.15 143.204.6.27 TCP 74 4888480 [SYN] Seq=0 Win=29280 Len=8 MSS=1468 SACK_PERM=1 TSval=2187761 TSecr=8 WS=128
9 0.005627000 143.204.6.27 10.0.2.15 TCP 60 80-48884 [SYN, ACK] Seq=0 Ack=1 Win=65535 Len=0 MSS=1460
10 0.005658000 10.8.2.15 143.204.6.27 TCP 54 4888480 [ACK] Seq=1 Ack=1 Win=29200 Len=0
11 0.005980000 10.0.2.15 143.204.6.27 HTTP 343 GET / HTTP/1.1
Ca u ra 12 0.006186000 143.204.6.27 16.8.2.15 TCP 60 8048884 [ACK] Seq=1 Ack=296 Win=65535 Len=0
13 0.009508000 143.204.6.27 10.0.2.15 HTTP 609 HTTP/1.1 301 Moved Permanently (text/html)
14 0.009539000 10.8.2.15 143.204.6.27 TCP 54 4888488 [ACK] Seq=298 Ack=556 Win=29970 Len=0

17 0.619771000 10.6.2.15 143.204.6.27 TCP 54 41150-443 [ACK] Seg=1 Ack=1 Win=29200 Len=9

18 0.620214000 10.8.2.15 143.204.6.27 TLSv1.2 241 Client Hello
19 0.020495000 143.204.6.27 10.0.2.15 TCP 60 443-41150 [ACK] Segq=1 Ack=188 Win=65535 Len=0
20 0.026818000 143.204.6.27 10.0.2.15 TLSv1.2 2894 Server Hello
21 0.026850000 10.0.2.15 143.204.6.27 TCP 54 41150-443 [ACK] Seq=188 Ack=2841 Win=34680 Len=0
22 0.827519000 143.204.6.27 10.0.2.15 TLSv1.2 2159 Certificate
O n ta tta re u e Sta 23 0.027539000 10.6.2.15 143.204.6.27 TCP 54 41150-443 [ACK] Seq=188 Ack=4946 Win=38340 Len=0
24 0.031301000 10.0.2.15 143.204.6.27 TLSV1.2 180 Client Key Exchange, Change Cipher Spec, Hello Request, Hello Request
25 0.831557000 143.204.6.27 10.08.2.15 TCP 60 443-41150 [ACK] Seq=4946 Ack=314 Win=65535 Len=0
26 0.831692000 10.6.2.15 143.204.6.27 TLSv1.2 211 Application Data
[ [ 27 ©.031813000 10.6.2.15 143.204.6.27 TLSv1.2 249 Application Data
L[] 28 0.031988000 143.204.6.27 10.0.2.15 TCP 60 443-41150 [ACK] Seq=4946 Ack=471 Win=65535 Len=0
VO a I S I O 29 0.8319946000 143.204.6.27 10.08.2.15 TCP 60 443-41150 [ACK] Seq=4946 Ack=666 Win=65535 Len=0
L 30 0.037861000 143.204.6.27 10.0.2.15 TLSV1.2 296 New Session Ticket, Change Cipher Spec, Encrypted Handshake Message
31 0.837885000 143.204.6.27 10.08.2.15 TLSv1.2 132 Application Data
32 9.038110000 10.6.2.15 143.204.6.27 TCP 54 41150443 [ACK] Seq=666 Ack=5266 Win=41180 Len=0
o 33 0.038272000 10.6.2.15 143.204.6.27 TLSv1.2 92 Application Data
Www m z n I 34 9.938450000 143.204.6.27 10.0.2.15 TP 60 443-41150 [ACK] Seq=5266 Ack=704 Win=65535 Len=0
[ ] [ ] 35 0.1351776008 143.204.6.27 10.08.2.15 TLSv1.2 1888 Application Data
36 0.135205000 10.0.2.15 143.204.6.27 TCP 54 41150-443 [ACK] Seq=704 Ack=7100 Win=45440 Len=0
37 0.1630276008 143.204.6.27 10.08.2.15 TCP 5526 [TCP segment of a reassembled PDU]
38 0.163060000 10.0.2.15 143.204.6.27 TCP 54 41150-443 [ACK] Seq=704 Ack=12572 Win=55380 Len=0
39 0.163773008 143.204.6.27 10.08.2.15 TCP 9630 [TCP segment of a reassembled PDU]
40 0.163803000 10.0.2.15 143.204.6.27 TCP 54 41150-443 [ACK] Seq=704 Ack=22148 Win=65320 Len=0
41 0.163854000 143.204.6.27 10.08.2.15 TLSv1.2 722 Application Data
42 0.170736000 10.0.2.15 10.248.17.11 DNS 91 Standard query ©x35d@ A images-eu.ssl-images-amazon.com
43 0.171243000 10.68.2.15 10.248.17.11 DNS 91 Standard query @x6bd® AAAA images-eu.ssl-images-amazon.com
44 0.172674000 10.248.17.11 10.0.2.15 DNS 353 Standard query response ©x35d6 CNAME m.media-amazon.com CNAME c.media-amazon.com A 13.35.43.2
| nte r ro m p e re 45 0.1729261 10.248.17.11 10.0.2.15 217 Standard query response ©x6bd® CNAME m.media-amazon.com CNAME c.media-amazon.com
48 0.175796000 10.0.2.15 13.35.43.2 54 46330-443 [ACK] Seg=1 Ack=1 Win=29200 Len=0
49 0.176394600 10.6.2.15 13.35.43.2 259 Client Hello
50 0.176621000 13.35.43.2 10.0.2.15 TCP 60 443-46330 [ACK] Segq=1 Ack=206 Win=65535 Len=0
n u Ova I I l e n e a 51 ©.181436000 143.204.6.27 10.0.2.15 TLSv1.2 1110 Application Data
52 6.181458600 10.6.2.15 143.204.6.27 TCP 54 41150-443 [ACK] Seq=7064 Ack=23872 Win=65326 Len=0
53 0.182685000 143.204.6.27 10.0.2.15 TLSv1.2 3645 Application Data
54 6.182768000 10.6.2.15 143.204.6.27 TCP 54 41150443 [ACK] Seq=7064 Ack=27463 Win=65320 Len=0

[ ]
Cattura con || u|sante e T2 51 86 12 25 62 60 56 17 o€ 23 00 1 60 12 66
0010 00 3b 48 37 46 66 46 11 d2 69 Ga 00 02 Of 0a 8
0020 11 0b cf 17 0@ 35 00 27 28 4a a9 ca 01 00 00 61
0030 00 00 0O @@ @@ 68 83 77 77 77 06 61 6d 61 7a 6f

STO P 0040 6e 02 69 74 00 00 01 6@ 01

5.' (3.
..V WW.amazo



http://www.example.com/

Wireshark: Un esempio di Traccia HTTPS

A

*enp0s3 [Wireshark 1.12.7 (Git Rev Unknown from unknown)]

File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help

(=) - l = — ) ) b T |
©© 4 m & fH xc Q VA2 x BE e 000 Wb Es 0
Filter: | ssl v | Expression... Clear Apply Salva
No. Time source Destination Protocol Length Info
20 0.026818000 143.204.6.27 10.8.2.15 TLSv1.2 2894 Server Hello
22 0.027519000 143.204.6.27 10.6.2.15 TLSv1.2 2159 Certificate
24 ©.031301600 10.0.2.15 143.204.6.27 TLSv1.2 188 Client Key Exchange, Change Cipher Spec, Hello Request, Hello Request
26 0.831692000 10.8.2.15 143.204.6.27 TLSv1.2 211 Application Data
27 0.831813e6e 160.8.2.15 143.204.6.27 TLSv1.2 249 Application Data
30 ©.037861000 143.204.6.27 10.9.2.15 TLSv1.2 296 New Session Ticket, Change Cipher Spec, Encrypted Handshake Message
31 0.837885000 143.204.6.27 10.8.2.15 TLSv1.2 132 Application Data
33 0.838272000 10.8.2.15 143.204.6.27 TLSv1.2 92 Application Data
35 8.135177000 143.204.6.27 10.8.2.15 TLSv1.2 1888 Application Data
41 0.163854000 143.204.6.27 10.8.2.15 TLSv1.2 722 Application Data

» Ethernet II,

~ Secure Socket

Src: CadmusCo ae:89:80 (08:00:27:ae

s Layer

:89:80), Dst: RealtekU 12:35:02 (52:54:00:12:35:02)

P Internet Protocol Versiom 4, Src: 10.8.2.15 (19.0.2.15), Dst: 143.2084.6.27 (143.204.6.27)
» Transmission Control Protocol, Src Port: 41150 (411560), Dst Port: 443 (443), Seq: 314, Ack: 4946, Len: 157

*TLSv1.2 Record Layer: Application Data Protocol: spdy
Content Type: Application Data (23)
Version: TLS 1.2 (Bx8303)

Questa volta il campo dati e criptato: https implementa
una transazione a livello applicativo “sicura”



Wireshark: Esercizio

Contattare il sito web: www.polimi.it :

- Indicare se si tratta di una richiesta http o https

- Individuare i messaggi DNS e ricavare |'indirizzo IP
del server contattato
- NB: Lutilizzo dei filtri e utile!

- Contattare lo stesso sito web dal browser ma
utilizzando l'indirizzo IP trovato al punto
precedente: si arriva alla stessa pagina web?


http://www.polimi.it/

